Codebook: Security Properties and Changes

Vote Secrecy: The Internet voting system must ensure that the content of individual votes remains confidential and cannot be linked to voters.

Data Protection: Personal and election-related data, such as voter registers or voter identities, must be protected against unauthorized access, disclosure, or misuse.

Resistance to Manipulation: The system should prevent, detect, or mitigate attempts to manipulate the voting process, election data, or election outcome.

Eligibility Verification: The system must ensure that only eligible voters can cast ballots and that each eligible voter can vote only once.

Authentication Mechanisms: The system should reliably verify the identity of voters before allowing them to participate in the election.

Certification: The system should be certified or evaluated by a recognized authority, such as the German Federal Office for Information Security (BSI).

Usability and Accessibility: The system should be understandable, usable, and accessible for the intended voter groups.

Effort-to-Criticality Considerations: The required level of protection and organizational effort should be proportionate to the stakes and criticality of the election.

Compliance with Security Standards: The system should comply with established security standards, guidelines, or best practices issued by recognized institutions or regulatory bodies.



Codebook: Reasons for Applicability Rating Changes

Differentiation by Election Context: Participants evaluated election types differently based on perceived risks, consequences, or stakes.

Increased Awareness of Complexity: Participants indicated greater awareness of the technical or organizational complexity involved in implementing secure Internet voting.



Codebook: Helpfulness Rating Reasoning

Balanced Presentation of Opportunities and Challenges: Participants appreciated that the video presented both advantages and limitations of Internet voting in a neutral or balanced way.

Increased Awareness: Participants reported that the video introduced previously unknown aspects of Internet voting, such as manipulation scenarios or security considerations.

Satisfaction with Existing Solutions: Participants expressed satisfaction with the Internet voting solution already used at their institution and therefore perceived limited additional value in the presented approach.

Perceived High Implementation Effort: Participants considered the presented approach to require substantial organizational or technical resources.

Perceived Excessive Complexity: Participants described the presented approach as too complex or difficult to implement in the university context.

Expected Non-Use of the Proposed Verification Mechanism: Participants expect voters not to use the voter-facing verification mechanism of the proposed approach by checking the return code. Reasons may include the perceived effort or complexity of verification, limited interest in the election, or trust in the voting system.




Codebook: New Learnings from the Video

Approach-Specific: Participants reported learning about specific components of the presented approach, such as code sheets, distributed code voting, or confirmation codes.

Mutual Control Mechanisms: Participants indicated learning about the importance of oversight or mutual control mechanisms, similar to the four-eyes principle.

Manipulation Scenarios: Participants reported learning about potential threats, attack vectors, or manipulation possibilities in Internet voting.

Secure Channels: Participants reported learning that election-related information or voting materials need to be transmitted through secure channels.

No New Learning: Participants explicitly stated that the video did not provide substantially new information.


Codebook: Suggested Video Improvements

Technical and Organizational Requirements: Participants requested more detailed information about technical infrastructure, organizational prerequisites, or implementation requirements.

Comparison with Alternative Approaches: Participants suggested comparing the presented approach with other Internet voting approaches or existing solutions used in practice.

Procurement Information: Participants requested practical information about adoption, such as implementation costs, available providers, or procurement procedures.

